
                                                                    

 
  

TRIFED,Ministry of Tribal Affairs, Govt. of India  
Celebrating 

Cyber Jaagrookta Diwas 

 
“vkt dk ladYi] dy dh lqj{kk ” 

 
 

 TRIFED Annual Action Plan on Cyber Jaagrookta Awareness 
2022-23 

 Ministry of Home Affairs , Govt. of India’s Guidelines issued 
on Cyber Jaagrookta Awareness 

 Cyber Security Guidelines for Government Servant 



Cyber awareness 
(Internet has become one of the integral part of our daily 

life. It has transformed the way we communicate, make  

friends, share updates, play games , and shop. They are 

impacting most aspects of our day-to-day life. Cyberspace 

connects us virtually with crores of oinline users across the 

globe. With increasing use of cyberspace, cybercrimes are 

also increasing rapidly. To stay safe in the online world, it is 

important to follow some cyber safe practices which may 

help in making our online experience productive 

 

 Do not click on unverified links 

 Cautious while accepting friend 

requests from strangers online 

 Do not share your OTP/ATM/UPI 

PIN with anyone 

 Be vigilant of tempting offers on 

social media 

 Report cybercrime at :- 

https://cybercrime.gov.in/ 

 

Business Email Compromise(BEC) 
(BEC is when a fraudster hacks into an e-mail account and 

impersonates the real owner to defraud the company, its 

customers, partners, and /or employees. This may be used 

to send sensitive data, forged payment invoices or malicious 

documents.  

 

 

 

https://cybercrime.gov.in/


Safety Tips……… 

 
 Enable multi-factor authentication 

for all email accounts. 

 Flag differences in “reply” and 

“from” email addresses. 

 Enable security features that block 

malicious emails. 

 Do not share personal information 

 

How to prevent ONLINE 

FINANCIAL FRAUDS    

 
 Never disclose your net banking 

password, One-Time Password(OTP), 

ATM or phone banking PIN, CVV 

number, expiry date to anyone.  

  Do not make financial transactions 

over shared public computers or 

while using public Wi-Fi networks. 

 Use strong password for your online 

banking accounts and change them 

periodically. 



 Always use virtual keyboards while 

logging into online banking services 

 Always delete the browsing data of 

your web browser after completing 

your online banking activity 

 Always review transaction alters 

received on your registered mobile 

number and reconcile them with 

the amount of your purchase. 

 

 “Be Vigilant, Be Cyber Safe” 
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Annual Action plan _ 2022_23

for celebration of 'cyber Jaagrookata (Awareness) Diwas
(on every l', Wednesday of the month)

Participation/
Involvement

October,2022 Creating a webp?se on Cyber
Jaagrookta Diwas - Cyber
Awareness on TRIFED website
(www.trifed.tribal.g ) bV
Consultant

November,2022 "Pledge Ceremony,, the pledge
taking ceremony against cyber crime

(By Digitization Div)

All employees of
TRIFED
(HO, RO, Tribes India
Showrooms)
on-line mode

December,2022 Webinar on "Cyber Awareness"

(Experts from relevant Govt.
agencies will be invited )

All employees of
TRIFED
(HO, RO, Tribes India
Showrooms)

January,2023 Ouiz competition on Cyber
Jaagrooka Diwas

By Digitization Div

All employees of
TRIFED
(HO, RO, Tribes India

February,2023 Session on Electronic payments
through Credit Card, Debit Card,
Cowin App etc.and Safegaurd
therein

(IFD Officials of HO will lead the

All employees of
TRIFED
(HO, RO, Tribes India
Showrooms)

March,2023 Session on Security of person.al
comDuter and emails. whatsapp"
mobile etc.

(Experts from relevant Govt.
ies will be invited

All employees of
TRIFED
(HO, RO, Tribes India
Showrooms)

***
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1. Scope and Target Audience  
 
The following guidelines are to be adhered to by all government employees, 
including outsourced/contractual/temporary employees, who work for 
government Ministry/Department.  
 
2. Desktop/Laptop and Printer Security at Office  
 

a. Use only Standard User (non-administrator) account for accessing the 
computer/laptops for regular work. Admin access to be given to users with 
approval of CISO only.  

 
b. Set BIOS Password for booting.  

 
c. Ensure that the Operating System and BIOS firmware are updated with 

the latest updates/patches.  
 

d. Set Operating System updates to auto-updated from a trusted source. 
 

e. Ensure that the Antivirus client installed on your systems are updated 
with the latest virus definitions, signatures and patches.  

 
f. Only Applications/software’s, which are part of the allowed list authorized 

by CISO, shall be used; any application/software which is not part of the 
authorized list approved by CISO, shall not be used.  

 
g. Always lock/log off from the desktop when not in use.  

 
h. Shutdown the desktop before leaving the office.  

 
i. Keep printer’s software updated with the latest updates/patches.  

 
j. Setup unique pass codes for shared printers.  

 
k. Internet access to the printer should not be allowed.  

 
l. Printer to be configured to disallow storing of print history.  

 
m. Enable Desktop Firewall for controlling information access.  

 
n. Keep the GPS, Bluetooth, NFC and other sensors disabled on the 

desktops /laptops and mobile phones. They may be enabled only when 
required.  

260873/2022/NIC
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o. Use a Hardware VPN Token for connecting to any IT Assets located in 

Data Centre. 
 
 
3. Password Management 
  

a. Use complex passwords with a minimum length of 8 characters, using a 
combination of capital letters, small letters, numbers and special 
characters.  

 
b. Change passwords at least once in 30 days.  

 
c. Use Multi-Factor Authentication, wherever available.  

 
d. Don’t use the same password in multiple services/websites/apps.  

 
e. Don’t save passwords in the browser or in any unprotected documents.  

 
f. Don’t write down any passwords, IP addresses, network diagrams or 

other sensitive information on any unsecured material (ex: sticky/post-it 
notes, plain paper pinned or posted on your table).  

 
g. Don’t share system passwords or printer pass code or Wi-Fi passwords 

with any unauthorized persons. 
 
 
4. Internet Browsing Security 
  

a. While accessing Government applications/services, email services or 
banking/payment related services or any other important 
application/services, always use Private Browsing/Incognito Mode in your 
browser.  

 
b. While accessing sites where user login is required, always type the site’s 

domain name/URL, manually on the browser’s address bar, rather than 

clicking on any link. 
 

c. Use the latest version of the internet browser and ensure that the browser 
is updated with the latest updates/patches. 

 
d. Don’t store any usernames and passwords on the internet browser. 

 

260873/2022/NIC
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e. Don’t store any payment related information on the internet browser.  
 

f. Don’t use any 3rd party anonymization services (ex: Nord VPN, Express 

VPN, Tor, Proxies etc).  
 

g. Don’t use any 3rd party toolbars (ex: download manager, weather tool bar, 
ask me tool bar etc.) in your internet browser.  

 
h. Don’t download any unauthorized or pirated content /software from the 

internet (ex: pirated - movies, songs, e-books, software’s).  
 

i. Don’t use your official systems for installing or playing any Games.  
 

j. Observe caution while opening any shortened URLs (ex: 
tinyurl.com/ab534/). Many Malwares and phishing sites abuse URL 
shortener services. Such links may lead to a Phishing/malware webpage, 
which could compromise your device.  

 
 
5. Mobile Security  
 

a. Ensure that the mobile operating system is updated with the latest available 
updates/patches.  

 
b. Don’t root or jailbreak your mobile device. Rooting or Jail breaking 

process disables many in-built security protections and could leave your 
device vulnerable to security threats.  

 
c. Keep the Wi-Fi, GPS, Bluetooth, NFC and other sensors disabled on the 

mobile phones. They may be enabled only when required. 
 

d. Download Apps from official app stores of Google (for android) and apple 
(for iOS).  

 
e. Before downloading an App, check the popularity of the app and read the 

user reviews.  
 

f. Observe caution before downloading any apps which has a bad reputation 
or less user base etc.  

 
g. While participating in any sensitive discussions, switch-off the mobile 

phone or leave the mobile in a secured area outside the discussion room.  
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h. Don’t accept any unknown request for Bluetooth pairing or file sharing.  
 

i. Before installing an App, to carefully read and understand the device 
permissions required by the App along with the purpose of each 
permission.  

 
j. In case of any disparity between the permissions requested and the 

functionality provided by an app, users to be advised not to ins tall the App 
(Ex: A calculator app requesting GPS and Bluetooth permission).  

 
k. Note down the unique 15-digit IMEI number of the mobile device and keep 

it offline. It can be useful for reporting in case of physical loss of mobile 
device.  

 
l. Use auto lock to automatically lock the phone or keypad lock protected by 

pass code/ security patterns to restrict access to your mobile phone.  
 

m. Use the feature of Mobile Tracking which automatically sends messages 
to two preselected phone numbers of your choice which could help if the 
mobile phone is lost/ stolen.  

 
n. Take regular offline backup of your phone and external/internal memory 

card.  
 

o. Before transferring the data to Mobile from computer, the data should be 
scanned with Antivirus having the latest updates.  

 
 
6. Email Security  
 

a. Ensure that Kavach Multi-Factor Authentication is configured on the NIC 
Email Account. 

 
b. Download Kavach app from valid mobile app stores only. Do not 

download from any website.  
 

c. Do not share the email password or Kavach OTP with any unauthorized 
persons.  

 
d. Don’t use any unauthorized/external email services for official 

communication.  
 

260873/2022/NIC
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e. Don’t click/open any link or attachment contained in mails sent by 
unknown sender.  

 
f. Regularly review the past login activities on NIC’s Email service by 

clicking on the "login history” tab. If any discrepancy is observed in the 

login history, then the same should be immediately reported to NIC-CERT.  
 

g. Use Pretty Good Privacy (PGP) or digital certificate to encrypt e-mails that 
contains important information.  

 
h. Observe caution with documents containing macros while downloading 

attachments, always select the “disable macros” option and ensure that 
protected mode is enabled on your office productivity applications like MS 
Office. 

 
7. Removable Media Security 
 

a. Perform a low format of the removable media before the first-time usage. 
 

b. Perform a secure wipe to delete the contents of the removable media. 
 

c. Scan the removable media with Antivirus software before accessing it. 
 

d. Encrypt the files /folders on the removable media. 
 

e. Always protect your documents with strong password. 
 

f. Don’t plug-in the removable media on any unauthorized devices. 
 
8. Social Media Security 
  

a. Limit and control the use/exposure of personal information while accessing 
social media and networking sites.  

 
b. Always check the authenticity of the person before accepting a request as 

friend/contact.  
 

c. Use Multi-Factor authentication to secure the social media accounts.  
 

d. Do not click on the links or files sent by any unknown contact/user.  
 

e. Do not publish or post or share any internal government documents or 
information on social media.  
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f. Do not publish or post or share any unverified information through social 

media. 
 

g. Do not give share the @gov.in /@nic.in email address on any social media 
platform. 

 
h. It is recommended to use NIC’s Sandes App instead of any 3rd party 

messaging app for official communication. 
 
 
9. Security Advisory and Incident Reporting 
 

a. Adhere to the Security Advisories published by NIC-CERT 
(https://niccert.nic.in) and CERT-In (https://www.cert-in.org.in). 

 
b. Report any cyber security incident, including suspicious mails and 

phishing mails to NIC-CERT (incident@nic-cert.nic.in) and CERT-In 
(incident@cert.org.in). 

 
 
10. Cyber Security Resources 
 
The following resources may be referred for more details regarding the cyber 
security related notifications/information published by Government of India: 
 
Sl. 
No. 

Resource URL Description 

1. https://www.meity.gov.in/cybersecuritydivision  Laws, Policies & 
Guidelines 

2. https://www.cert-in.org.in  Security Advisories, 
Guidelines & Alerts 

3. https://nic-cert.nic.in  Security Advisories, 
Guidelines & Alerts 

4. https://www.csk.gov.in  Security Tools & Best 
Practices  

5. https://infosecawareness.in  
 

Security Awareness 
materials  

6. http://cybercrime.gov.in  Report Cyber Crime, 
Cyber Safety Tips  
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11. Compliance  
 
All government employees, including temporary, contractual/outsourced 
resources are required to strictly adhere to the guidelines mentioned in this 
document.  
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AJAY BHALLA, rns

D.O.No. 220031 I5/?01 q-t.+C 30th Marth, 2A22

Dear ScrcrrtarY,

As.l'ot.t ma.y be allirrc. the [.{inistr^v r-11'Hr:tne AlTairs iras launcherj
the h:rciian CYbtr Critne Coorclir:ation Cenlre (l4C) to strer:gthen the
capabiliLics of Lau'[ntorcement Agencies (LtrAs] zu:cl in:prote
coor-clinettion amollg the LEAs and other agei:cies. The MHA has also
Iiiur:r:hed the Nationarl cyber crime Reporting portal (NCRP) to
lacilitate onlir:e reporting of cyber crime incidenis. The analysis has
revcalecl that 60'X, of the complaints arc related to online financial
lraruds. Hence, the MHA has trlso rollecl olrt the Citizen Financial Cyber
Fraud Rcportir:g & Ivlanagement Systcur (CTCFRMS), as a part of the
NCRP ibr itr:n:ediate rr,:port.ing o1'linancial fraucls aurcl also tbr stopping
the siphoning ofl'ol thc iur:ds by lrauclsters.

2. One of the kev aclior:s for prevcntirrg cyber crimes is to generate
sttstilirled itwaJ'eltc$s ilmor:g public, espci:ially among il:e vulnerabie
sections und gror".rps ol'r 'cvbr:.- hygr*ne'. '1'hc MHA hals alreucly
reclttestecl all t.hr Stirtcs,lU'i's ro nl":serve l.he" Oyber Jaagrookta
{Aruareness} Sirras {CJS}"on t}re first Weclnesclay of every rnonth in all
thc Schools/Llollegt"s/Univcrsities/Pancheiyati Raj institurtions (PRIs)
ancl N4unicipetlili*s.

3. i recluttst yor-l lo isslre ir:str-uctions to all the offices, brancl:es /
scctior:.s, PSUs, ctc., uncler yor-ir Ministr; for celebrating the "Cyber
,Jaagrot.rkta Diu,as (C,lD)" on tlre first Wednesclar.y of el,ery rnclnth,
comrnerlcing April. ?022 r:nrqrarcls, ancl also to prepare an toAnrrual

Action Plan" ir: this rcgarcl. It maSr l:e arlcted that special emphasis
may [:e gir,cn orl cap.lcity br:ilding of the ernployees to deal with the
clinlletrges r:f cyber crimes. 'l'rt ining lrrstitr:Les under the aegis of your
Mirrisir-v rnay be inslr-l.rr:tecl to dcsign "CoLrrse Cur"riculltlJ:I", arlong with
Hnnds*On-'I'r'aitrirrg li:r' arli Llre trcrirreres/olficials/errrployees.

4, Bt-tclgetary proirisions to carry out the CJD have to be met from
the l:urclgel. of thel respeclive lvlinislry cotlesrtled. A write-up on the CJD
is enclosed herewitll a$ Annexure I, This initiative tnay bc
supplenrenrccl b.y nrirss i.rwarelless progran:) thror-rgh multiplc meclier,
T'he pr-rbhcity rrlalerlal, prcp{t.recl 1.r3,'L}re [.1C, is cnclosed herervil]r as
AnnExure-IIn rvhich rnay i:e r-rtilized. Tl:e list of suggestecl topics to be
talcen up lor ir:rparlir:g training by Institutions/Acaclemies for
errtl:lcllrgeS in, also r}r:ck:stcl &s Annexure*Ilf.

fa 1{frq
Home Socretary

qrrfl rfiirn
Goyemrnent of lndia

*ei rm?oTxorrh Block

cd frdZNew Dethi

*Tflr*
1rJffidffirs Hir}f-

-!4i,fri{ij *
,)f,,jtt rrffiqi+*

+,trr.rcil iitd'

..contd. .p 12.
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5. I r,l.ottlcl i:cr grat.eful if sr-ritable instructions are issued, to the
stakchoklers cr:ncerucd on organizing the CJD every rnonth,
conlrncilcirrg Apri1, 20: ? onu,'ard$.

\I/ith regards

lrnci.: i.rs abote

Yours sincerely,
&"{

;i "Eq

f **b *-r;rp[ * Sri '
f ^*".*' r" I

{Ajay Bhalla}

&"}tr Se*re*arims to t &*wwrxlrnsnt qrf Xxad$e..
(ns per Slaneiard l,ist)
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WRITE UP
{.>

Government of lndia
Ministry of Horne Affairs

lndian Cyber Crime Coordination Centrc (l4C)
(ClS Division)

irJ;,"?f;|;.tu'nn 
'cvber Jaasrookta {.Awareness) Diwas' on first wednesctay of

lntroduction

l cyber spacB.is a complex and dynamic environment of interactions fimong people,software ancl services supprrrted by world-*io* distribution of lnformation andcommunication Technology (tcr) oivices and networks. orr the one hand, cyberspace' which cuts across global boundaries has brought in latest innovativetechnologies and modern gadgets, while 
"n 

tr,* other hanr, it has inevitably led toincreased dependencies on computer resource$ and internet-based professional,business and social networking.

2 The exponential increase in the number of internet users in lndia and the rapidlyevolving technologies have also brought in its own unique challenges, besidesaggravating the-existing problems of-cybercrimes, which is one of the fastestgrowing forms of transnationar and insidious irimes.

3' These technological developments have also led to the proliferation ofcybercrimes, which is one of the fastest growing forms of transnational andinvisible crimes. The borderless nature oi cybercrimes poses challenges inresponding effectively due to the limits of cross-border investilation, l*gii anJjurisdictional challenges and diversity in the technological capa6ilities to combatthis vifiual crime space spread across the globe.

4' Cyber crirnes are generatly understood as malware attack (use of malicioussoftware like ransomware, viruses, trojans, $pyware, bots etc.), phishirrg (capturing
sensitive in{ormation like u$ername, password, credit/debit card detaili'using fakl
websites, emails etc.), attacks on criiical infrastructure, unauthorized data access(data breach), online financial frauds, crimes against wornen and children like
cyber stalking, c.hild pornography etc. lt is also seen that around 60% of the cybercrimes reported on National Cyber Crirne Reporting portal( ) relate to oniine financial frauds.

5' There is a need to increase 'cyber hygiene' for prevention of cyber crimes by
inculcating habits of taking basiC care of-lCT devices at regular intervats, such as,
properly shutting down the computer, changing passwords at regular intervals,
being cautious agatnst opening of phishing weLsites along with other websites,
precautians to be laken while handling uuciut nredia platfoims, protection against
data theft, collection anci disposable oi e_waste etc.

G. Further, continuous efforts are required on frequent basis to remind the citizens
about the cardinal principles of cyber hygiene to ensure safety against cyber
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14 lt is fu(her informed that the neces$ary butlgetary provisions will have to be madebv the ron:,:Tu! Ministrv rro1, rts ,*ip*Jil* nuoget. rne u;tinisiry *uy exproreacknowredgi,lg 
,er"ry. year 

,s-10 -.ipr"y*, *r.," nru* muoe exceptionarcontribution,in generating awareness againit cyber crime at their own level, so a$to motivate them and inipire tneir tireteir *r*iu for cyber safe environment. The
m*f,i,mav arso u*prdt* rucognizing ,-.d;; / officiars, etc as ..cyber 

srar,, of

Topics to be covered in Cyber Jaagrookta Diwas: -
15. The suggestive topics for creating awareness are

Unit * l: Cyber Crimes and safet!
. lntroduction to cyber crirnes

highlighted below:

' Kinds of cyber crimes; jhirning, identify theft cyber starking, cyberobscenity, computer vandarism, ransomware, identity theft' spotting fake apps and fake news on social media and internet (fake emailmessages, fake post, fake whatsapp ;;;;*r, fake customer careltolrfree numbers, fake jobs) -

' lnternet Ethics, internei addictisn, ATM scams, onrine shopping threats,
S:?ff-airs/sMS, 

Debiuiiedit card riuud, [*air security, i,ionir" phone
. Mobile apps securrity, USB Storage Device security,' Mobile connectivity-securityAttafks lni*J**,, wi-r.i, Mobile as usB)r preventive measures to be taken i" iyue.lprr*, repCIrting of cyber crimer Forgery and fraud from Mobile Devices
' cyber risk associatecl with varied online activities and protection therefrom.. Work on different digital platforms safely
' online cybercrimes against women and impersonation scam$. $afety in Online Financial transactions

Unit .* ll: Concept and use of Cyber Hygiene in daily life

' f,?ffi::ff;:AYl?,.::ll"o securitv, uPr securitv, Juice Jacking, Goosre

' loT security, wi*I, security,- spotting fake apps on sociar media andlnternet (fake 
:n].r]r ,r,uu""g*u, fake pist, raxe"*r,ut**pp mes$ages, fakecustomer care/toll free num6ers, fake job;)



' 
il.,,'-1[-:i*,':ft^,Tl:'ff: i:XH:" ArM scams, onrine shopping rhrcats,

' l*low 
'" 

*1:'i,, social rrn,r-*-g Attacks, delrit/credit card fraud, e_maitXIlillll: [?:'i.-3Xo* 'J""itv' 'ionir*l,in*"u'*",,,,itvl uic* u,"iln* devicc,' 
fl::h_:tr,Xil:Il,r_;f;J, artacks (Brueroorh, wi_Fi), mobire as us*,

' Preventive mcasrrres to tr* t*k*n in cytrer $pace, reporting of cyber crime
Unit * lll. lntroductian to $ocial Networks

contents, blogs
of social networks inappropriate content on social

of inappropriate content

t47

. $ocial Network anrJ its. Safe and proper use
networks

' Flagging and reporting

Unit * lV; Electronic payments and Safeguard therein
. Concept of E payments, ATM and Tele Banking. lrnrnediate payment $ystemu,.lrrlobil* f,Aon*V iirnsfer and E-Wallets. Unified payment lnterface iUffl. Cyber crimes in Electronic i;ay,r,ents. KyC. Concept, cases. anO saieguards

16.

Reporting porta[.*1 litr [ i}ili;T ;*] :,,:J:I.,:l:'-1. in rorm e d a b o ut N atio n a r cyb e rcri me
,, r,rrr r r rcu duuul lt{ailonAl Uybercri
1q) and a toll free helpline numtlffiiffxior'*rr '#ll#:J:.#l:ffi,;;fr':;

ffiIflH-s 
pertaining to,?,::i .,*i-ii"i1i-d{i ;ffi;'}i,:i:'fl? #follow @cyberdost Twitter

lnstagram
handle,
handle,)Il1f11yr,.*nffi; Facebook

Linkedlnregular safety tips relating to prevention of cyber crinres.

handle and
handle, which provide

17 All the Ministries are requested to prepare an "Annual Action plan,,online/offlineprograrn on cyber Jaagrookta Diwas. ir," Miniutries are free to choose the topicsfor cyber awareness and cyber Hygiene, ,t p*, the location of the institutions /offices (village, srnaller tuwns, major cities etc) and may also dovetail
:;rffilx[t:l]H:.inistries, ro ,, to'r",uu* svnersetic efforts in prevention

4nnual Actio,n Flan

l B All the Ministnes may kindly prepare an "AnnualAction plan,, for celebrating cyberJaagrooktlPiy:" on uu*iy rirdt weJn-rorv li'tne nronrh during rhe periocr 11amto 12 noon (tentatively; comrnencing rro* eliip ril,2ozz(wcdnosday) onwards.
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PICS TO BE COV
LIST OF SUGGESTED T

Annexureil!! Llr-
EF!, pY YSRtous tNsrrruTtoNs/

UNIT l; Electronics payments and safeguards therein
i. Concept of E paymentsii. ATM and Tele Bankinqiii. lmmediate payment S"vrt*m,iv. Mobile. Money Transfci and E_Wailetsv. Unified payment lnterfaceui. Cybercrimes in Electronic paymentsvii, precautions in Eleciruni.* Money Transferviii' RBI Guidelines of cuutom*r proiectionln unauttrorized Banking Transactionsix. KyC: Concept, ca$e$, anO safeguards

UNIT ll: Cyber Crimes and safety

i. lntroduction to cybercrimesi' Kinds oi cybercrim*., fnirr,ing,.identify theft, cyber stalking, cyber terrorism,cyber obscenity, ggmputqr vandarism, Runuom*are, rdentity Theftii. Forgery and fraud from Mobile Devices'- 
'-

iii' cyber risk associated with varieo online activities and protection therefrom,iv. Work on different digitat ptatformsi;i;ty-"'v. online cybercrimes against women uni i*p*rsonation scamsvi. $ecurity awarene$o on Wearrur. fJg"i; 
''

,ii: lafety in Ontine financialtransactionsviii' concept ?f.1** of cyber Hygien;in oairy rife, Browser security, wi-Fisecurity, upr $ecurity, Juice'.1-acking, Godgre M;ti;;u*v, orp fraud, rorSecurity, E-mails.ix. Reporting of Cyber crime

UNIT lll: lntroduction to Soeial Networks

i. Social Network and its contents, blogsii, Safe and proper use of Social Netwlrks
iii lnappropriate Content on Social Networksiv. Flagging and reporting of inappropriate contentv. Laws regarding posting of inapprcipriri* .oniunt

uNlr lv' lntroduction to lnformation and Technology Act, 2000(lT Act), The lndianWireless Telegraphy Act and their use in Cyber $p";
i' Concepts as defined in lT Act and fhe lndian Wireless Telegraphy Actii. Communication Device

iii Computer, Cyber $ecurity, Data Securityiv. $ecure $ystem
v Basic concepts of Block Chain, SG, loT, Drones, AI etc.


